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Plan and execute penetration tests on wireless networks with the Kali Linux distribution

About This Book

Learn the fundamentals of wireless LAN security and penetration testing●

Discover and attack wireless networks using specialized Kali Linux tools●

A step-by-step, practical guide to wireless penetration testing with hands-on examples●

Who This Book Is For

This book is targeted at information security professionals, penetration testers and network/system
administrators who want to get started with wireless penetration testing. No prior experience with Kali Linux
and wireless penetration testing is required, but familiarity with Linux and basic networking concepts is
recommended.

What You Will Learn

Explore the penetration testing methodology and its various phases●

Install Kali Linux on your laptop and configure the wireless adapter●

Scan and enumerate wireless LANs and point out their vulnerabilities●

Understand the WEP security protocol and the techniques to crack the authentication keys and break it●

Become proficient with the WPA/WPA2 protocol and use Kali Linux tools to attack it●

Attack the access points and take control of the wireless network●

Launch advanced attacks against clients●

Produce stunning and effective reports●

In Detail

Kali Linux is the most popular distribution dedicated to penetration testing that includes a set of free, open
source tools.

This book introduces you to wireless penetration testing and describes how to conduct its various phases.
After showing you how to install Kali Linux on your laptop, you will verify the requirements of the wireless
adapter and configure it. Next, the book covers the wireless LAN reconnaissance phase, explains the WEP
and WPA/WPA2 security protocols and demonstrates practical attacks against them using the tools provided
in Kali Linux, Aircrack-ng in particular. You will then discover the advanced and latest attacks targeting
access points and wireless clients and learn how to create a professionally written and effective report.
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From reader reviews:

Susie Vadnais:

This Kali Linux Wireless Penetration Testing Essentials book is not ordinary book, you have after that it the
world is in your hands. The benefit you get by reading this book will be information inside this e-book
incredible fresh, you will get details which is getting deeper you actually read a lot of information you will
get. This kind of Kali Linux Wireless Penetration Testing Essentials without we comprehend teach the one
who reading it become critical in contemplating and analyzing. Don't always be worry Kali Linux Wireless
Penetration Testing Essentials can bring any time you are and not make your handbag space or bookshelves'
become full because you can have it in the lovely laptop even mobile phone. This Kali Linux Wireless
Penetration Testing Essentials having great arrangement in word as well as layout, so you will not truly feel
uninterested in reading.

Valentin Gonzalez:

Information is provisions for those to get better life, information presently can get by anyone in everywhere.
The information can be a expertise or any news even a huge concern. What people must be consider if those
information which is within the former life are challenging be find than now is taking seriously which one is
appropriate to believe or which one the particular resource are convinced. If you find the unstable resource
then you have it as your main information we will see huge disadvantage for you. All of those possibilities
will not happen throughout you if you take Kali Linux Wireless Penetration Testing Essentials as the daily
resource information.

Adriana Cornell:

A lot of people always spent their own free time to vacation or even go to the outside with them family
members or their friend. Do you realize? Many a lot of people spent they free time just watching TV, or
playing video games all day long. If you would like try to find a new activity honestly, that is look different
you can read the book. It is really fun in your case. If you enjoy the book which you read you can spent the
whole day to reading a e-book. The book Kali Linux Wireless Penetration Testing Essentials it doesn't matter
what good to read. There are a lot of folks that recommended this book. These folks were enjoying reading
this book. When you did not have enough space to deliver this book you can buy the particular e-book. You
can m0ore simply to read this book through your smart phone. The price is not too expensive but this book
possesses high quality.

Angel Martinez:

Does one one of the book lovers? If so, do you ever feeling doubt when you are in the book store? Try to
pick one book that you find out the inside because don't ascertain book by its handle may doesn't work this is
difficult job because you are frightened that the inside maybe not as fantastic as in the outside look likes.
Maybe you answer may be Kali Linux Wireless Penetration Testing Essentials why because the great cover
that make you consider regarding the content will not disappoint you actually. The inside or content is



actually fantastic as the outside or even cover. Your reading 6th sense will directly guide you to pick up this
book.
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